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1. Purpose
This IT Policy sets out the organisation’s expectations for the secure, lawful, and responsible use of information technology. Technology plays a central role in the delivery of education, training, and operational services, and this policy ensures that all systems, devices, and digital platforms are used in a way that protects the organisation, its staff, its learners, and its data. The purpose of this policy is to establish a clear framework for managing IT resources, safeguarding information, and ensuring that digital systems support effective and compliant working practices. It also ensures alignment with the UK GDPR, the Data Protection Act 2018, the Computer Misuse Act 1990, and other relevant legislation.
2. Scope
Applies to:
All staff, learners, contractors, and visitors
All organisational devices, networks, and systems
All personal devices used for work (BYOD)
All data processed through IT systems
3. Governance, Accountability and Objectives
Snapshot:
Maintain secure and reliable IT infrastructure
Protect organisational and personal data
Prevent unauthorised access or misuse
Support effective teaching, learning, and operations
Ensure compliance with legal and regulatory requirements
The Senior Leadership Team holds overall accountability for IT governance and ensures that appropriate resources, systems, and controls are in place. The IT Lead is responsible for the operational management of IT systems, including system maintenance, security controls, user access management, and incident response. All staff and learners share responsibility for using IT systems appropriately and for reporting any concerns, vulnerabilities, or breaches immediately.
4. Acceptable Use
All users must:
Use IT systems for authorised work or learning purposes
Keep passwords confidential and strong
Log out and lock devices when unattended
Report technical issues or security concerns immediately
Respect intellectual property and copyright laws
Avoid installing unauthorised software or hardware
5. Unacceptable Use
It is prohibited to:
Access or share offensive, extremist, or illegal content
Circumvent security controls
Use systems for personal financial gain
Share confidential data without authorisation
Connect unapproved devices to the network
Tamper with system configurations or monitoring tools
6. Cybersecurity
Snapshot- The organisation maintains:
Firewalls, antivirus, and encryption
Multi-factor authentication
Secure Wi-Fi and network monitoring
Regular patching and updates
Incident response and breach reporting procedures
Annual penetration testing
The organisation maintains a robust cybersecurity framework designed to protect systems and data from internal and external threats. This includes the use of firewalls, antivirus software, multi-factor authentication, secure configuration of devices, and regular patching and updates. Backups are maintained securely, and network activity is monitored to detect unusual or suspicious behaviour. The IT Lead conducts regular risk assessments and ensures that cybersecurity measures remain effective and proportionate to emerging risks.
7. Data Protection
All IT activity must comply with the organisation’s Data Protection Policy. Personal data must be processed lawfully, stored securely, accessed only by authorised individuals, and shared only when necessary and with appropriate safeguards. Users must ensure that data is not left visible on screens, printed unnecessarily, or stored in unapproved locations. Any suspected data breach must be reported immediately in accordance with the Data Breach Policy.
8. Remote Access
Staff and learners accessing systems remotely must:
Use secure VPN or approved platforms
Avoid public Wi-Fi for confidential work
Ensure devices are password-protected
Report lost or stolen devices immediately
9. Filtering and Monitoring
9.1 Policy Statement
SWAG CIC is committed to providing a safe, secure and appropriately controlled digital environment for all employees, learners, contractors and individuals accessing organisational IT systems and online learning platforms.
As an organisation working with young people aged 14–24, SWAG recognises its responsibility to protect individuals from harmful, inappropriate and unlawful online content, whilst promoting digital literacy, responsible technology use and positive online engagement.
SWAG will implement proportionate filtering and monitoring arrangements across its managed devices, networks and digital learning environments, taking account of the age, vulnerability and individual needs of users.
These arrangements will support safeguarding responsibilities, online safety, information security and the prevention of harm, whilst respecting individual privacy and data protection rights.
9.2 Filtering Arrangements
Filtering refers to the technical controls implemented to restrict access to websites, applications, online material and digital services that may present safeguarding, security or organisational risks.
SWAG will seek to prevent access to inappropriate or harmful online content through suitable filtering controls on organisational networks and managed devices.
Filtering arrangements will be configured to address risks associated with:
Pornographic, sexually explicit and child sexual abuse material.
Extremist content, terrorist material and online radicalisation.
Content promoting self-harm, suicide or eating disorders.
Online exploitation, grooming and coercive behaviour.
Gambling and other age-inappropriate services.
Malicious websites, phishing attempts, malware and cybersecurity threats.
Other material identified through safeguarding assessments as inappropriate for the intended users.
Filtering controls will be proportionate to the age and needs of learners and will not unnecessarily restrict legitimate educational research, access to support services or appropriate learning activities.
Where SWAG uses third-party learning management systems, online learning environments or external venues, the organisation will establish what filtering protections are provided and identify any additional safeguards required.
9.3 Monitoring Arrangements
Monitoring refers to the proportionate oversight of activity on organisational IT systems to identify potential safeguarding concerns, security incidents, policy breaches or inappropriate use.
Subject to the technical capabilities of approved systems, SWAG may monitor relevant activity, including access to websites, security alerts, attempts to access restricted content, system usage and activity within organisational learning platforms.
Monitoring may be undertaken through automated security tools, system-generated alerts, authorised administrative reviews or the investigation of reported concerns.
SWAG will ensure that monitoring is conducted for legitimate purposes, is proportionate to the risks identified and complies with applicable data protection and privacy legislation.
Monitoring will not be used as a means of unjustified surveillance. Individuals will be informed of the nature and purpose of monitoring through appropriate privacy information, induction and acceptable use arrangements.
9.4 Safeguarding and Online Safety
Filtering and monitoring arrangements form part of SWAG's wider safeguarding framework and must operate alongside the organisation's Safeguarding Policy, Online Safety arrangements and Prevent responsibilities.
Where monitoring identifies activity that may indicate exploitation, grooming, radicalisation, bullying, harassment, self-harm or other safeguarding risks, the concern must be reported promptly to the Designated Safeguarding Lead (DSL).
The DSL will assess the concern, determine the appropriate safeguarding response and, where necessary, arrange referral to relevant statutory agencies in accordance with SWAG's safeguarding procedures.
Staff must not independently investigate suspected criminal activity or access, copy or circulate potentially illegal material. Such concerns must be escalated immediately through the appropriate safeguarding and incident-reporting channels.
9.5 Roles and Responsibilities
Director of Operations & Growth
The Director of Operations & Growth will oversee the operational implementation of filtering and monitoring arrangements, including the suitability of IT infrastructure, contractual arrangements with external technology providers, allocation of resources and the maintenance of appropriate technical controls.
Director of Education & Quality
The Director of Education & Quality will oversee the effectiveness of filtering and monitoring arrangements in supporting learner safety, educational access, safeguarding practice and the needs of vulnerable young people.
Both Directors will work collaboratively to review significant risks, approve necessary improvements and ensure that organisational arrangements remain appropriate.
IT Lead or Authorised IT Provider
The nominated IT Lead or authorised external IT provider will be responsible for implementing agreed technical controls, maintaining system configurations, reviewing technical effectiveness and escalating identified concerns through the appropriate organisational channels.
Designated Safeguarding Lead
The DSL will assess safeguarding concerns arising from filtering or monitoring alerts, coordinate appropriate responses and ensure that relevant safeguarding records are maintained securely.
Employees and Learners
All users must comply with filtering and monitoring arrangements and must not deliberately bypass, disable, interfere with or attempt to circumvent security controls.
Any suspected weakness, inappropriate content or safeguarding concern must be reported promptly.
9.6 Personal Devices and Remote Learning
SWAG recognises that employees and learners may access digital learning platforms through personal devices, home networks or third-party internet connections.
SWAG's filtering controls may not extend to privately owned devices or networks outside its technical management.
Where remote or personal-device access is permitted, SWAG will provide appropriate online safety guidance, apply available platform-level security controls and assess whether additional safeguards are necessary.
Staff must not install monitoring software on personal devices or access private digital activity without appropriate authorisation and a lawful basis.
9.7 Reporting and Escalation
Any filtering or monitoring alert indicating a potential safeguarding concern, cyber incident, inappropriate access or breach of organisational policy must be assessed and escalated according to its nature and severity.
Immediate safeguarding risks must be referred to the DSL without delay. Technical vulnerabilities and cybersecurity concerns must be reported to the designated IT contact and Director of Operations & Growth.
Where there is an immediate threat to life or safety, emergency services must be contacted.
All significant incidents must be documented appropriately, with access to records restricted to authorised personnel.
9.8 Data Protection and Confidentiality
Information collected through filtering and monitoring must be processed in accordance with the UK GDPR, Data Protection Act 2018 and SWAG's Data Protection Policy.
SWAG will establish an appropriate lawful basis for monitoring, provide clear privacy information, restrict access to monitoring records and ensure that information is retained only for as long as necessary.
Where monitoring is likely to result in a high risk to individuals' rights and freedoms, a Data Protection Impact Assessment (DPIA) must be completed before implementation.
Monitoring information must not be accessed, disclosed or used for purposes incompatible with the organisation's stated and lawful objectives.
9.9 Review and Effectiveness
SWAG will review its filtering and monitoring arrangements at least annually and following significant safeguarding incidents, changes in technology, identified system weaknesses or changes to the organisation's delivery model.
The review will consider whether controls are effective, proportionate and appropriate for the age and needs of learners.
Findings will inform improvements to technical arrangements, staff training, safeguarding procedures and organisational risk assessments.
10. Data Storage, Archiving, Retention and Secure Destruction
Purpose and Scope
SWAG Youth CIC is committed to ensuring that all organisational, personal and confidential information is stored, managed, retained, archived and securely destroyed in accordance with the UK General Data Protection Regulation (UK GDPR), Data Protection Act 2018 and applicable safeguarding, employment and regulatory requirements.
As an organisation working with young people aged 14–24, SWAG Youth CIC recognises its responsibility to protect sensitive information relating to participants, employees, parents and carers, educational establishments, funding partners and other stakeholders.
Secure Storage of Information
SWAG Youth CIC uses Microsoft SharePoint as its approved cloud-based document storage and management platform. All employees must ensure that organisational documentation is stored within authorised SharePoint sites and document libraries, or other systems expressly approved by the Directors.
SharePoint will be used to securely store organisational policies, employee documentation, participant records, operational information, contracts and other confidential business records, subject to appropriate access restrictions.
Access to SharePoint must be managed through individual organisational Microsoft 365 accounts, with multi-factor authentication, appropriate password security and role-based access permissions implemented to protect information against unauthorised access, loss or disclosure.
Confidential information, including safeguarding records, employee personnel files, financial documentation and sensitive participant information, must be stored within specifically designated and restricted SharePoint sites or libraries. Access will be granted only to individuals with a legitimate operational or safeguarding requirement.
Employees must not download, transfer or store organisational information on personal devices, personal cloud accounts, unauthorised USB drives or other unapproved storage platforms without prior authorisation and appropriate security measures.
Physical documentation containing personal or confidential information must be stored securely in locked cabinets or designated secure storage areas when not in use.
Data Archiving and Retention
SWAG Youth CIC will retain information only for as long as necessary to fulfil its intended purpose, comply with legal and regulatory obligations, meet contractual requirements or support legitimate safeguarding responsibilities.
Microsoft SharePoint's document management and retention capabilities will be used, where appropriately configured and licensed, to support the secure archiving and management of electronic records.
Records that are no longer required for daily operational activities but must be retained will be transferred to appropriately restricted SharePoint archive locations or another approved secure archive.
Archived information must remain protected through access controls, appropriate security settings and documented retention periods.
SWAG Youth CIC will maintain a Data Retention Schedule detailing the relevant categories of records, retention periods, responsible personnel and disposal arrangements.
Safeguarding information must be retained and managed in accordance with applicable safeguarding guidance, legal obligations and organisational policies. Such records must not be routinely deleted simply because a young person has completed or withdrawn from a programme.
Data Retention Reviews
The Director of Operations & Growth will oversee the implementation and review of organisational data retention arrangements, working alongside the Director of Education & Quality in relation to educational, participant and safeguarding records.
Data retention arrangements will be reviewed at least annually to ensure that information remains necessary, accurate, secure and appropriately managed.
Where information is subject to an ongoing safeguarding concern, investigation, complaint, legal proceedings or regulatory enquiry, routine deletion or destruction must be suspended until the relevant matter has been resolved and retention requirements have been reviewed.
Secure Destruction of Electronic and Physical Records
When records reach the end of their authorised retention period, SWAG Youth CIC will ensure that information is securely deleted, destroyed or irreversibly anonymised, unless continued retention is legally or operationally justified.
Electronic records stored within SharePoint must be deleted through authorised procedures, taking account of retention policies, recycling and recovery facilities, backups and any applicable legal preservation requirements. Deleting a file from a SharePoint document library does not necessarily constitute permanent destruction.
Electronic devices containing organisational information must be securely erased or appropriately destroyed before disposal, recycling or reassignment.
Physical records containing confidential or personal information must be destroyed using cross-cut shredding or an approved confidential waste disposal provider. Such records must never be discarded in general waste without appropriate secure destruction.
SWAG Youth CIC will maintain a Data Destruction Register documenting the category of information destroyed, date, method of disposal, authorising individual and any applicable destruction certification.
Responsibilities and Compliance
All employees, contractors and authorised users are responsible for ensuring that information is stored securely within approved systems, including Microsoft SharePoint, and handled in accordance with this policy.
The Director of Operations & Growth will oversee organisational information security, storage arrangements, retention procedures and operational compliance.
The Director of Education & Quality will oversee educational, participant and safeguarding information management in collaboration with designated safeguarding personnel.
Any suspected unauthorised access, accidental disclosure, loss, inappropriate deletion or compromise of organisational information must be reported immediately through SWAG Youth CIC's data protection and incident reporting procedures.
Failure to comply with these requirements may result in disciplinary action or other appropriate measures in accordance with organisational policies and applicable legislation.
11. Training
All staff must complete annual IT security training. Learners receive induction on safe and responsible system use.in line with the Acceptable Use Agreement.
12. Review
This policy is reviewed annually or sooner following:
Legislative changes
Serious incidents
Technological updates
13. Related Policies
Data Protection Policy
Data Breach Policy
E-Safety Policy
Acceptable Use Agreement
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